
Increased Cloud Applications =  
Increased Attack Surface and Increased Risk
It used to be that attackers had to penetrate your perimeter in order to access your Microsoft 365 
information because it physically resided on the Network. Now that the majority of end users access 
these applications directly from the Cloud, the attack surface for organizations has increased 
exponentially. This leaves companies at an increased risk for attack, since attackers can now strike 
this single application from a multitude of vectors.

Vigilant365™ cuts through the extraneous information provided by traditional Microsoft 365 
monitoring solutions, and intelligently alerts you to potential account takeovers. Vigilant365™ helps 
you monitor, aggregate and analyze key information indicating potential threat activity across your 
Microsoft 365 environment.

Vigilant365™

Enhanced Microsoft 365 Detection – 
From a Multitude of Vectors 

Be alerted to potential 
email compromise for less 

than $3 a Month*



Vigilant365™ provides clear information to:

Contact Us
855-238-4445

sales@vigilantnow.comwww.vigilantnow.com

*Contact Vigilant today to learn how you can receive
intelligent alerts on potential email compromise for
less than $3/month (per user).

The visibility provided by Vigilant365™ helped me save my own O365 account from 
possible takeover by a foreign entity. I received an alert that there was a suspicious 
login attempt on my account from someone overseas and Vigilant provided the needed 
steps to ensure nothing happened.

CLIENT IN THE TECHNOLOGY INDUSTRY
Want The Full Story? 
Ask About Our Client 
Success Stories.

*You can rest assured that Vigilant will never sell your data or reveal your identity. Ever.

Quickly Detect 
Account Takeovers

Save Time and 
Resources with 
Reduced Alert Noise

Be Alerted to Potential 
Email Compromise  
for Exchange

 Unify and Condense 
Security Essentials

Proactively protect and 
secure Microsoft 365 users

Vigilant365™ provides clear information to:

Vigilant365™ Coverage Table

Visibility Portal Access Mailbox Tracking

Consolidated Data Analysis for Your O365 in One Dashboard Malicious Inbox Rules        

Built-in Threat Hunting Algorithms Forwarding Emails Outside of Org

Advanced Filtering By User

Account Access and Attack Footprint

Active and Non Active User Tracking

Password Management Tracking

Brute Force Attacks

Password Spraying Attacks

Sign In Data Analysis and Tracking

Geographically Improbable Logins

Successful Non-US Logins

Failed Non-US Logins

Malicious Admin Changes Tracking

Microsoft 365 Exchange Anti-Phish Policy Deletion

Microsoft 365 Exchange Anti-Phish Rule Modification

Microsoft 365 Exchange DKIM Signing Configuration Disabled

Microsoft 365 Exchange DLP Policy Removed

Microsoft 365 Exchange Malware Filter Policy Deletion

Microsoft 365 Exchange Malware Filter Rule Modification

Microsoft 365 Exchange Management Group Role Assignment

Microsoft 365 Exchange Safe Attachment Rule Disabled

Microsoft 365 Exchange Safe Link Policy Disabled

Microsoft 365 Exchange Transport Rule Creation

Microsoft 365 Exchange Transport Rule Modification

25% of Vigilant’s net profits goes 
to defend and protect endangered 

children around the world.

Disclaimer: In order to leverage the functionality of Vigilant365™ an Azure AD premium license (P1 or higher) is required. 


